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dbfhide Z{E 3 255 TH ., HWERE®R (Kb —722 L) 13k~ 7 1 vic
BRIELRWVWTL &N, $72, AV —TFT 47 « VAT AD2— « 13—
Ry varEEREL—TORIIBET DL LT, BR7 7 A NV~DT 7 &
AhEeXa )T 4 CRETHLERDH Y T,

T =g N — A

I, T — A _R— AR L CEITENTET 7T 4 BT 4 BT D HED 1S
TY, 7774 T4 DRI N T o7 var - o /iZEInTEBY, SQL
Anywhere 7 —# RX— R « h—NTX, T—HX—ATLIZ TP T var -
o SRR ENTWET, R riar v Zidld, F—FR—REE A
MZT=T_XRTO T V7 va RNk, ZOBRITT — 2 OEAEB LU
W ERT2EOTER SNET, 7 X—2AEENFNGE, —
Tt F a2V T BEEOERE T v ar - n ZIBMLET, 22k,
BERFRA 21T 5 Z L ARRICAR Y | 22— PN T —F R—= AT RERT 7k A%
HI-HEZ DR £, 0 7RSI N TV EERIFRICE ST, BEOH 58
VEZFRAT 2 Z ENRBEH TR0 T4, Fi2, 22—V (F2F=2—F - 71— )R
ERRIIARIERT 78 ARBTG5 T — 4 _R—ZGEHENRL S A
SN EERLTWDHEEEN S D720, BHICKH LT HLENH D F97,

EREEZAENCTHZ LT, T—F_X—=RATIIROIA R BDRFEORNRIZ R B 7=
O, "I vary s g SIURESNDT X OERENMLE9,

@ T ToOr T A VRIT (B IOEK)., =2—FDIP 7 KL RXEETe,
@ TRTDOARY NOEMRT A LAK T (XY RHEAL DR,

@ T RTONR—Iyvary - Fzv7 (HBHBIORKK), X—I v a R
F vl ENTEAT V2T FeET ST DH5E).

@ DBA MR Z M E L THTXTOT 7 v a,

B, BEIIT 7 40 TIEENC > TNnEHEH, ROa~w» Fa2F{TLTH
RN HNCT DR H Y F£9°,

SET OPTION PUBLIC.auditing = "On’

ZDawy ROETHIL, BN LRV VERITAEIREE L0 4,

TR AR E R A ST 5121, SQL Anywhere (ICHE S CWbH s .
N rvaryea—7 40 U7 (dbtran) ZEHLET, Z2O2—FT 4 U T ¢
i, BMEFOT = R—=R = REIHFEDO T T a v - ua b
BEREMET2EAEALET, 2720, 87 - 77 AR LS T
WARWEARITL, BEOHL—FNZDa2—T 4 VT 4 2L TF — & _—
ADFERIR A —ZAERT % L CTHE R SQL LA T X TAEMT D Z &N AMFEIC
B EEZBNET, SQLAnywhere 2—7 4 VT (IZXBRIERT 7 A5
T — X T DA OFEMIZ OV T, 14 ~—® [SQL Anywhere = —7
4 VT4~DT 7 'ADEF 2T (1] 2L T,
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A

Fm B R R D X T o AT

TR AEREFNCT DL, 2= NT —FRX=R T 7 AT 57
WNEMD e X ZTIERBPER SN D0, T —~< AT EE RIF L
F7, BEEANPERE L BHRETT —F RXR—ADNRT p—< A%
BT HE, MOX I RERNHALMMNIRY E LT,

T — X OFFABETIE, BEAENEIDREDT — & X—1%, BEENER/R
DT —HZ R_R—2 L LT, £ 14% @l | A2 FA T LE L, 20T A
FZ. Pentium 4 2.4GHz. 1024MB ® RAM ##&# L7232 257 LT, H—DF
— 712 200,000 o —Z AT EHY I 2 Lb— g UIHESHTWET,
Flo. T X OESEETIE, BEEDE RO T — 2 X—2 X, BEENER
RRRED T —H _— 2 Ll LT, K 14% SR A EIT LE L, 20T
Z ME. Pentium 4 2.4GHz. 1024MB @ RAM Z##i L7~ 2T LT, H—DF
— 7 L5 200,000 o —EEfFT 5 2 Lb—ya LZESH TN ET,

7T TFOEX =2 VT

T B R—=ZADNNy I T T DX ) T I IRBIENNHETHY, BFa
V7 4 DRVIMADELNEITA T « T—E_XR—=RA &G L L TN ONBRT
T, 2L, NI T T LT = R=A L EAT — 2 R_X—2 L IZIER U
F—=APKEMENTODBL L, FOEE,R 2 LD EEZONET, Ny
T T DX )T A RERINTWRWES, BEEobba—WF L, F4
T T AR A ET DL HITRASN TS E I A MeeX 2 U T %)
REeFEILT, Xl T v 7 Oabt—%2 AFTHZ LICHSTHEEMERH Y
£, ZOHETIE, BEITREARY I T v 7DEX2 U T 4 (20E) BEOHE
IZOWTEA L ET,

WERH) 7o PRt

N DT 0T e VAT ANy I T w7« La— K (T—7728) oWt
F2 VT ICEALTCE L, ERAT 2 _XR—=X VAT ALFELCL-VOEEL
HOMBERHDEZEZONET, LI, Xy T v7oulr—v g inERE
BB EEN TWAIREIE, D= U T ¢ FHYE N 24 BEH] 365 H A THE
HIHISTHVERDY £, 2, T2 BPAFEN L THESINDIGE (F
v NI =7 %0 L TRESINRWGR), £0O7 —2 OMEIZIG U T, kT
WZOWNWTHhEeXa U T A REORBMENZ /Y £9, EEREET —X O
A HAOEEEE & B A2 72 A B 2RI TE 2B HESIcES A &
T2 tEBTTOLET,

Fy bI—=2 e RNy T T« Tunr—Ty

Xy NT—=7 « R0 T v TE{TITNE, T—H_X—R « 77 A )LOHHa v
—. dbbackup =-—5 ¢ U 5 ¢ . dbbackup API, % 7=i1% BACKUP DATABASE SQL
LAEEITLET, Bitsh T a7 v 7 e a—T 4 VT 4 2T 5 L.
X2 VT ICEATAEERFEANEGONET, £, NI T v T e 2—F
4 VT 4 IIERE 2T — X R— 2 L CHEITIND 0, T AR— b -
LAY X2 UT 4 (TLS) IZESNW TRy NT =T BETOT — X 27
HIEINTEET,

TR NR—=RA T 7 ANDNNy I T v7 «at—%3xy NI —7 ETRETD
e, WS O OFEEFERDH Y 7, BEANRr—X L LT, 7—#2S0L
Anywhere THR/JIZHEBL STV DE5E (), ROICESLEZIT>Tob
F A R=ZANET =X i L9,
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WIZ, (IBkEEE b T 272D10) T — X ZEME L T, (BETOEEOT-DIZHE
BEfbLET, No 2T o7« 2T MIEFE LT — 21T, B3 0BICHEEAN
v I T TR X — (AT « T—H_X—ADE X — L ITR b x—) &
FER LTI BIb S, RISy I T v« AR L=V« AT 4 TIRFESNE
R

Ny 7Ty TR

Ny I T w7 a—ix, FHORRIR Ny 7T v TR b — 2 H L CTH =
LLUTIRIETIRE L TL &N, (AT « T— X _— L Ll L Q) fi FAsEE N
BNy I T T e T—=HIZONWTIE, SHICEMERT VI XLE, F—DF
SEPIE LIRS B b — 2 L TRy I/ Ty T a bt —wiE ST 55
ELEZONET, COHA. T — XX HICKELEIND Z L2730 F98 GE
AL AT A TIHFEFEAR), Nv o T v« T—=ZOFEHITFICHEILH Y £8
Ao

Web #—t 2DEF = U 7 ¢ fi#

SQL Anywhere 21X HTTP — "3 AAENTEY . T —FZ _X— R THKRMN S
NTNWEWeb b —ERZTTAT U b TTFVr—a BT 78R4 5845
RSN ET, ZICL Y, EENZR HTTP IFOH L TR E R RS S
L7280, TR —FERIIMF LI D L FIRFIZ, (ODBC ##i/s &
TEHMEL SN T—F_X—RA L OEEER S R/ Y £9, 72720, Web
Y= REN LT —F~OT 72 RT3 F 2 ) T 4 1R#ETHLERLY £7,
RS, BXa U T A ENRR RS, Web Y— B R B UEEET
HWeb b —ERNLIRENDT — X 2R THIENMTEHNHTYT, D7z
O, T—H_X—=ATWeb ¥+ —bERA&MHT2EE, ROHBEHIZOWTHIIZE
BT AMENRD Y £9,

@ ZBGE - HTTP 2/ L C Web " —E 27 7 B AT 584, HRITTL—
Ve THXAMERATREEIND LD, T—F_X—R - a A NEHROANT) &=
—PIZERT D 2 LIRS 5 RETY, 722X, RO HTTPURL TlE, =—
PR —H IDDBA, /AU — K sql Zffi[f] L CTH—E R serviceName (2= 7' 1
YLTWAZ ETh £9,

http://DBA:sgl@localhost:8080/serviceName

HEOLALIZ—FDR, EFEEINZURLIZEENTWA T L—r « TF X MNE
ROZ—HFID £ RXRAT— REFHEZTIIE, T—FX—2DEX=2V T 14 M2
EINDAEENRDH Y £,

L= o>T, Web H—ERZ2~DT 7 & 2|22 —WHIAENLE 2B A 1L,

HTTP Ot 0 IZ HTTPS /] L T, URL 1% X THEEICK 51bT 2
VB Y F97,

SQL Anywhere (21, =—¥F D w7 A %I, (EBEO2—FDOT /2R -
N=I v aAhrrbbT) TRTOY—ER - 7 ZREOL—H
ELTEITT ATV a vy BHBESNTOET, 2720, Z OHREL i
FTHEECIE, 2= - Th v MBRER SN T — 2 HROHEEFER
PERTDAREMENH D720, +oREENLETT,

& X = T OM A - SQL Anywhere @ Web -—E A (X, HTTP & &
X2 TR HTTPS #i Dl &2 R— h L TWET, KBEOEF=2U T 4%
PRI 212X, Web —E X THTTPS #fia T2 2 L 2m<BTTHL
FT T —F0NA 2 —Fy FEI L TEESNDHHE),

& "7 A —% - SQL Anywhere Ti&, Web —E R |{ZNTF A —=Z ZE L T,
P—ERIZEET S SQL 7 = U 2 FAT T HBRICMERIE R A BN THIE T
TET,
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BENDDLEZZONDWELERET 212X, #letX=U 7 xR e
FhiT D HENH Y £, FEMICONTIE, 32— [SQLA >V =7
varv] aBRLTIEIN,

CORDBRBEERRET DITIE, T—HN— A - =TT 5 SQL 7 =Y T
AT DRI, TXTO/NRT A=FIZHONT, MAMEICRET D LFRRH, |
MIELWZ LT =y 7 $T00ERH) £7,

o fbic K 57 — 72 IR

SQL Anywhere Tl, 7 —# X—R SN TWDHT— X ZiEE5{L LT, 4+
Y= (AT =T 4 X7 ) ERHWEARE R — I KT — X FoR%E
i< EMmTEET, T—FRX—ANOEERT — X T T_XTHEF T2 L
EETTOLETN, BB bONEEOFEL | BE{boXEHET 5T —2D
#HIZOWTIE, DBA DYz ZR LN E T, B, B kickd 37—~
YADF ==~y RE—ETIER LS (BiR), X2V T ¢ LEHARFO/NRT +
=X ADNT U AEBETHLERNDH Y T,

i 5 b DO FEFE

SQL Anywhere TliX, fljHER K S b & mERKE S L E WD 2 FEOT —4
ek a R —rLTWET,

AL Tlx, B3 b T A2 R TF—ZICHEATAZ LT, F—X
X V7T 4 RELET, ZHIEEERBES(RIZEZETIEH Y EHAN,
AEPNT 4 AT c2—T 4 VT 4 2L TT —F RXR—=ANDOT — X % fif
T DL RITAEZCZ EIXTEET, £7o, MHRES LILRERKE S
LR L TR T 4 —<  ADHTERE Y | BUFCHAOBRIEICBIT 57

— 2 DEFAIED A — =~y REF/PRICIZ 5 2 ENTEET,

—J7. SQL Anywhere TEH S5 w725 id, KREREEER (NIST) (2
Ko TEEINT 7 1 v 7 K50 Advanced Encryption Standard (AES) 7 /L =
URXLZESONTWET, Ut =2—FREOXF—2HH L TF—#X—2
JONToH s vary v NOT—2 &L L, TOXF—nEfEniidhn
XTF =X DR 5 H 5t TER<TH L0 LD TT, Z D SQL Anywhere ®
T 7R AR, R EE IR AL AS (FIPS) (2 L » TR &N AES 7 v =
VALDFEEEZREH L TWDL DT 7y N7+ —LATHFHTAHAZ LN TE
£, 708, AES_FIPS TT7 —# RX—RX &M HLT 512, @RZ7 A 2D =
VIR=R U NEAFTOMERH Y ET,

= ROV TIE,  [SQL Anywhere $— 3 - 7 — 2 X—2FH ]| © [%
BT —HOER] EBZHRLTIEIN,
ftp:/ftp2.ianywhere.jp/public/tech/dbdajal0.pdf (P.917)

EERRE AR DX —L T T Y XA

TX 2T RIS T —OBTICEAL T, EF 2T RS2 —RKOEEL[F L
JFRINEH S IET (36 X—T D [fH8kB AR /SAT— RO A K74 )
BHWR), BE LI —%2 Ko E, T—FR—ANOT—4, T—HX—2R
DuaT T AN BIOTF—FR—=2AD I F— 7 7 AL (FEHARERGE) I
LFE ST T 7 BATERL D720, VERNIIRE SN IGITICERE Lo X
—Dabt—ERE L TS SLERHY 9,
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A b LT — X _X—2 28T 51003, B b —DASINNIEII BT,
T R—ZAERENTE DDIIRFED 1L AD AW (DBA) DRIBET HZ &%
BITOLET, ZHUTEY, BEO NP ALY —%2m5 Z L1372 d
72, EX 2 VT A REOKS (V—Vx e 2 V=T VT LD ERAT
Y ITRAO LET, EHIZ, T—FR_N—R - Hh—nRDa<w R T4 TIIK
AL —ZELRNTLIEEIY, 2T, IFEAEDARL—TFT 47 -
2T KX, FEFrhoTav2A0a<v L R 94 VAR RTAFELIHESN
TRY, F—20HBICEAINAIEENSH7-0TT, bz, 5—#X
=R P REERBLTC2—T 4 VT 4« T—HRX—=RIEEHR L TID, T—
HR—2QfEHE a<v REFEHAL T — ¥ X=X & EHT I, T —FX—
ADEEN A~ RTXF—ZHETHELIICL TN,

FAIARBRT 7V = a TR, B b — 22— LG L=< WG A.
IROEHICHF—%ZIERABRICTAFERE L TCRHATE AL v a D HESR
TWET,

@ X—%5T7T ) r—a NIHMOIALRTECTRET S - F—EHEICAOT
LNBID, ZOF Ty a FmEETTOLEYA, E L, FEEITIET
WCRGTHY, —RO2—P|Zx LTI, F—%2IEAMRICTE L EEZ BN
9,

& TR —ZIRESELHMTHEHTX 27 VI Y XAERETDH - F
—r~yry ECHRETHMNEIT R R0 £, F—AERoT AT X AR
T AVENLYET, ZOTALITY XATIE, vy, 2—%F, F—H—
Al T A R— AR T ARE I L IR R — 2 AR T A NERH D
9,

® X—% Windows @ INI 7 7 A VE/ZIZVL A MY THERRIZTS - 20
F T a v TCHRRII LML AN —T 4 T VAT AD2—T 4 VT ¢
TEHEICAX—E I TEX50D, BTITOLERA, EL, By b T o7
WBESTHY, — RO —PIIx L CUIAER AR D EEZHNET,

®Web F—bAZMEHLTXFx—20GTDH - A FX—FXv T ER%E
WVBLFT BT SV r—a 00, f U F—Fy MIEET 72 ATE HRE
TlX, T—ER—RZBETHRICT 77— 3 95 HTTPS Web —
AZEMOH L TEF—2 0S5 L 0ICRETEET,

& HAIAFH DSk APl Z{EH 3% - Windows Ti, CryptProtectData
<> CryptUnProtectData 7 £, #lAIALDEE 5L APl Z i L CF — & <—
A s F—EEEL L TRIFCEET,

S Y=y V=T T OFEIC oW T, 38 X—T D [k
C: V=¥ -z o=T 7] ZBRLTLIEE N,

T 4 S AR O LA T+ 3

WDa~<w KT AT a ik, Pib=—7 1 U7 1 (dbinit) Zff
HLTTF =2 _X=2%E%T 2RI, T—F_X—=R LT =T LDk b
At D=0 RALET,

®-e - ZOFTTa sk, B S @) 2EH LT —

B R—=2 5T DA LET,

® ekkey - ZOF T aNF, T HERX—ABKORE S LEEELTT
— I N A ERT DA L, ST b — %/ F XA =2 L LT
BELET, ZORTA=HE, BELIT —#X—2 %17 2RI,
T AR AL —EHRET 2 HAICBEHA L ET,
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®ep - ZOFTVaviE, THARXR—ABEKROBEFILEREL TT—HF X
—A%ERRT DG A IR L, 22— IS b —DANEZERT L5447 1
TRy I A FR LET, 2—PE, T—FRXR—=ADIERHE T —F _R— R -
P OEBFOM ST, BofbF—DANZERINET,

® et - ZDOFTva i, T—HEX=ANOMEBDT —T NDOR AL EE
ML CTT —F _X—=RAEERT 25T L E 4, B L5813,
BB S LN B E SN ET, BT T-ek /21T -ep ZHEE L72HA1E. K=
{327 —7izxt L CRERBE B EH S E T,

= FEAIC OV T, [SQL Anywhere H—/3 = SQLOf# %] @ [Creating databases
(SQL)I ZZML TS EEW,

ftp://ftp2.ianywhere.jp/public/tech/dbugjal0.pdf (P185)

T = H = 2RO AL

X2V T 4 OBEISIE, T—FR=ZARKOBE AL (F—F_X—A « T—7
NBIOT—HFR—=R« vFoHF I vary - gl a3 TS LTI 8) 28
TTOLET, 7—F X=X L, RS E 2T mE R 5L a2 H L TR
T DN TEET,

i B 7 B 5 b

BT —# _— A Z{ERT %121, dbinit, CREATE DATABASE SQL X, &
721 Sybase Central Create Database 7 « ¥'— R&fiH L9, /=& 21E, i
HARS b L Ca~vry R a7 EhbF—2_X— 2 2B+ 5121,
WDa<y ReEF4TLET,

dbinit -e database-file

e Bk

B AT — X R—RA B ERK T 512, a~v > K- T4 -a—T 4 VT
4. SQL 3. F7-i% Sybase Central Zf#H L £9, SQL X&EHT 554,

ENCRYPTED ON KEY /]% CREATE DATABASE XCIZ &2 MEN H 1D £97,

= FEIZOWTCIX,  [SQL Anywhere ¥-—/3 = SQLMOfEAE] @ [Creating databases
(SQL)) #ZHL T E&EWY,

ftp://ftp2.ianywhere.jp/public/tech/dbugjal0.pdf (P185)

Av R TAUT, k(AU R T4 U THRE LTS —) £72i% -ep
(=PI X —DANZERTHXAT T « Ry 7 AEHR) /NT A —
HEEELCdoint 2—7 4 U7 s 2 LEST, I~ K T4 Tldz—
PRX—% 7L —2 « THXFRAMERXTANT LI LT, ¥4 70l Tlid=x
—PNRAN LT =R~ 2T INDHT720, -ep /XT7 A—XDfiHZBTTHL
7,

= FEIC OV T, [SQL Anywhere H—/8 - 57— 2 X— 2 FHL] O -ep V-
=N AT a AT OHESR LTI ES N,
ftp://ftp2.ianywhere.jp/public/tech/dbdajal0.pdf (P.164)
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Enter Database Encryption Key

Fleaze enter the encryption key for tableEnStrong. db:

I xxxxxxxx
Canicel |

T — A _X— 2% ERK L T B S % 121X, CREATE ENCRYPTED FILE 3¢
Z{FMH L $£4, CREATE ENCRYPTED FILE %, & — & _X— 2Dl F%—
EEETIHEACLMEATI I ENnTEET,

= FEMICOWVWTIX, [SQL Anywhere #—/N - SQLU 77 L > A ] @

[CREATE ENCRYPTED FILE 3] ZZHL T 723V,
ftp:/ftp2.ianywhere.jp/public/tech/dbrfjal0.pdf (P.394)

F—7 L DRFEAL,

T =7 N ORE AL, R AL T mE R AL 2 A LT — T LR
MREFALEND LWV ) HTIET = N—ADM AL L PUTONES, 72720, 77—
TNADREFALTIIAGE LIe T =T AV OBDBIE S END L5 R R0 £7,
ZOFETIE, BT — 4 2G0T — T NV ERRET 5 LRI, 77— 4 =2
ERE AL LT BICRAET D RN 5 537 4 —~ o A~ Z AT %

ENTEES, 1220, TN AR LR AN LIS A, [EHloT —

TN LIS LT 2 &3 TE IR0 £,

i HEL 7 i 5 b

€ SQL - kD SQL E, T —7 NOfHEARR 5t TF — % _X— 2 &1k
L ET,

CREATE DATABASE database-file-name ENCRYPTED TABLE
® a2~ R-FurFh - koavry RiL, doint2—F 4 V5 ¢ 2EHL
T, 77 NVOHEREE S L TT — 2 _X—A 2B L E T,

dbinit database-file-name -et

EEE R Ak
€ SQL - RO SQL XL, 7T —7 NVOFEERKESLT, ¥—abcB LW
AES B LT VT Y XAZEL T, T —F_X—AE{ER L ET,

CREATE DATABASE database-file-name
ENCRYPTED TABLE

KEY ’abc’

ALGORITHM AES

® 2w R-7ur7h - koa<wr KL, EEEOSQLXERUT —F
—2AHEER LET, 2L, 22Tl dbinit2—F 4 U 4 AL TWET,

dbinit database-file-name -et -ek abc -ea AES
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2—PIiFa~vr K T4 0 THEBLX—2 AT 5 X HICERT D00
W2, FATul « Ry AeFR LTS LS —%2 ANT2D X ) IcERT S
ZEeERBTIOLET (Z0HE. AL L —Ii~ A7 S, 7 L—
e TR MERTIIFRENERA), BRI, kOa~> REFEITL
£,

dbinit database-file-name -et -ep -ea AES

T =TI LYV DRE AL TT — X _X— R BB L T bk Li=7—7
NV EAERET 121X, ENCRYPTED %)% CREATE TABLE 2B L £, &
WZhlERLET,
CREATE TABLE Customers(
MemberID CHAR( 40),

CardNumber VARCHAR( 30 ) )
ENCRYPTED;

T =7 E EN DB OEORE 5L

SQL Anywhere TiZx, ENCRYPT BItAEH L CT7 — 7 VINDALE DT — & % I
TN TEET, ZOBKEFEHNT LG, T —F S — AERRIFICFRR
2R T A=A IIARETT A, INSERT =° SELECT Of#fEZ & I B{b ¥ —% A
NTHMERSD VI RENHY E£T, 7035, ENCRYPT B HRFIZ I,
FEETR AES RS LM S ivE T,

ENCRYPT BB HEFIZIE, H—DH T L (RAT—FR « BT L7 LE) 25
b5 LIFTEETN, T—TNLHNOMDOT —F 25t 52 L3 T F
Hh, ZOEE. AT —Z % BEBICRE ST 5 L [EEFIC, SELECT CHIC
HENWICHER RO B a2 — 2B L CHIZE 5L 25 b U B EEwRT 2 &R T
7,

= FEAZ OV TIE, TSQL Anywhere h— 3 - 57— Z R— 2 EH ] 0 [5

— I XN=ADFAL] EZRLTSIZE,
ftp://ftp2.ianywhere.jp/public/tech/dbdajal0.pdf (P.936)

ENA) s T—HDOIEEER Y —

ENA )L+ T34 AT SQLAnywhere #ETLTCNTH, TAY by - a2
Ea—XERILT — 2 REZFIHT 5 Z LN TE £9, SQL Anywhere
DENANRA VA =N EHEHTHHGEICLT — 225 kT2 %8
TIHLET,
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e

Mobile database
Consclidated database

Data is encrypied using
the mobile database
enaryplion key

Data is encrypted before
being sent to the device

(o)) Data is decrypted by the
mohile $QL Anywhens or
- UltraLite database

Data is encrypted with
transport-layer secunty
before being sent

Yo VT o OB EET 5720, SQLAnywhere 7 —# RX— A « Ry T —
JNDOMET —H_XR—=ANF— X ZH L THELEINTWDIEA, T—%I
BANCZEDX—%HEH L TEFIEENTHLENS LT AL RATEESNET,
ZHUTED . BARAALN s TR, A EDT —F R R, BBIRG AT O I
fbsndZ &z Ed, £, TENAL - TS R LEOT— 2B F{LS
TWAEE (F—Y ZHEMH). F—YIZF— X ERAULF—Z2FHT5Z LITHA
ENFEHA, TONL—IUZHES TWIUL, H—DFE AL« TN Z2DEA{L X
—NEAINTEGETH BT — X 2RO RERT 7B AEHZ LIXTE
FT, SHIZ, T—ER_R—2AEH 0L —I % T, BEAALL  FT—HARN— R -
A VAR AERE AT DA IEAT X — 2 —EOHE TEmHIZT D (0F
D, LN —T7 —FZiifilIcHlE S LT %) 2283 TOLET, Zh
W&, TRAN TS, ZADREBALDOEX 2 T 4 PMRESNTZHAETYH, B
BObLLa—YRX—%EHT L2 EIIREECZR Y £7,

INT F—= O RGHT

F— A PEEF SN TV DA TH,. SQL Anywhere 137 — X O 5L 155
{EDOMBHRIENTRBY, XT3 —< L A~DEEITL T Td, 748
TIT> =7 A R TlE, T—#_X—Z) AES F721X AES_FIPS T B X7z
BE. N7 —< U ADIETIET — % OBSRET 2 ~ 3%, 7 — & Offi A#k
ECH 8% I E > TWET, ZORERIE, Pentium 4 2.4GHz, 1024MB ™ RAM
EHEH LIV AT AT, B—DF — 7Tk L TIT- 7= 250 Hfthko m—offiA
/S BUGHEEICEE ST E T,
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WE DR =AL

SQL Anywhere (%, — DOIEEGATIC b BT HEE /R BT — X 2k ¢
HEOWCEFHENTZT7Ta L b T A e T AR ZADBBICBNTCHiSBE ) —
RLTWET, EHT — X E2HIMIEET RIS, T—X O, EBEO
HDHA=PNLDT —ZEH#IH L CTHEBEEZILDRDP>T28A, X2 T+
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Clients encrypt a
handshake message
using the database
server's public key.
Only the server's
private key can decrypt
the message.

Maobile

Y

The server contains its identity
certificate (composed of the
public certificate and the server's
private key).

The server decrypts the handshake
message using its private key and
returns it to the clients. In this manner,
the clients are certain of the server’s
identity.

devices

<
B

§

=

The self-signed public certificate of the database server is distributed to all the
remote clients.
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The enterprise root
server uses the
enterprise private key
to sign the certificates

of all database .
Servers |

- &

Mobile devices use
the enterprise public
key to authenticate

All mohile devices any server whose
acquire the enterprise certificate has been
public key signed by the

enterprise private key

i

Mobile devices
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® 5 — A=« —RDEH) - -ec AT a L EHEHLT, Ba{bx A
MM LTRRE T — "2 LET, o4 T va eI, X
V7 ¢ OFE & — NGEHEOFHRZIFETEET, ROFITIE, -ec —
NeF 7o g rZ2ZlHALT, ECCEXxal T4, — NEHE, BIOY—
NDTTAR=F « F—=D/RAT— RME#EEFETEL TWOET,

dbsrv10 -ec tIs(tls_type=ecc;certificate=c:¥test¥servl_
ecc.crt; certificate_password=mypwd) -X tepip
C:¥ test¥secure.db

® VIAT U T T = a Ok - FTUAR—K LA
Yo vX2UT A EFHTEEINCITIAT b T =g
ey Ty 7T BICiE. EROFETER LZEAEEZ T 7Y r—
a AT LET, WIZ, #3041 T Encryption [ENC] #5537
A—=BEERLET,

W OB OB SCT8TlE, trusted_certificates s 5t/ < A —
SR LT 37w 7 3EE public_cert.ort Z45E L TV E T,

"UID=DBA;PWD=sql;ENG=myeng;LINKS=tcpip;
ENC-=tls(tls_type=ecc;trusted_certificates=public_cert.crt)"

= BE O S kAt Yy N7 v 7T 55E OFEMIZ OV TIL, [SQL Anywhere ¥
N F—ER—2EH] DO NG AR—K s LAY - EF2UT 4] &5
LT ZEN,

ftp:/ftp2.ianywhere.jp/public/tech/dbdajal0.pdf (P.949)

INT G ARG
WEORE LT, EETHT—F TR COB L EZETHEE N T 74 v 7T
RTOEBAGITEE D A — "y RIZL Y FT—H_R—RBED T — L A
RSB ERTLET,

31/45



—#f%Z. RSAIZECC LW 1@ TH Y, ECCIEZRSA_FIPS kv &, & Td,
DT A MITRT, BEEZMZ TORWEEER Z2BERIO NN— R 7 = 7125 L
THEMmESNTWET,

T—=HR—=R Tz vTF - BbiBEF v NV ECT—%%7 = v F LIEGA,
RSA s SALi@EIZFERT S(LBE LV & 50% (KHIZ720 £4, Z OfERIT,

Pentium 4 2.4GHz, 1024MB ® RAM Z#&# L 7= A7 AT, 250 HfEon—%
BT 5T A MIESWHTWET,

T—HRX—=RHAN - T—HXOEAREL, 7 = v T L [RRRICHRE 5L 1 XIERT
FALEE LY BIEICRY LN, ZOEITT —FR—ADT = v FHERDOE
ALV NS b DT L, 7 —# OARED RSA K 5{bil(E & FERE S LisfE
DINT F—< L ADFET40% TLT-, Z OfEF1X. Pentium 4 2.4GHz, 1024MB
D RAM ZHE5H L7 A7 AT, 250 kD v —%24fAT 57 A MIHESHTH
7,

SQLA vy =l v arv

SQLA Y=y va v blE, AR S SQL IR A B L LTT
Vir—ay s bAYDLT—F_R—2 « = NZESINTGETRAET DA
BMEOH DX T 0 OIfHtEo = A2 LT, 2 OWEFMEN B2 SQL
ORI RAT S L, 2a—PHREDEITHEI = A r —7 ST, 2—%
NEHHEDOSQL 2— RE AT H I ETRIERT —X~DT 72 AMEEZRIGT 5
ZEMARRIZAR D T, A H, A X —Xy MOERITHE, KEOBKEE#R
EARIEICESCELAREMEOH LAY A PR SQLA ¥ =7 v a v HEBEDR
H— R Z—y MZleoTWET, SQLA V=7 va VFHMTHDL =
EMDRBISNAETHY, BX2 VT 0 OFBE LTUTIHMhs T, Bk
RCITBEOMOBERNER SN TNET,

i

WDa— KL, 7—F_XR—RAZEINLZIa—VFour (o 2RiET 5
SQL X Z#AERLET (RENTT—F By MBEOLAE, 0714 KL T
WET),

String statement = "SELECT * FROM users WHERE
userld ="+ _userld + " AND password =" + _password + "";" ;

A—PFPREY R NAY = R ANETICA—F LD T +—L « Ry 7 AT
anyUser AL, ROWNEZE/RAT—F Ry 7 ZZAHLEEEE, E0 L)
RBIGNHAETHTL X I DN

password’ OR ’=’

BN AR I LD SQL T, DL H 1272 F9,

SELECT * FROM USERS WHERE uid = "anyUser” AND password =
’password’ OR ’="";

ZOXDOEITRERITEM LIFERERRY T, T —FXN—R(FT TR TD2—
PEET T2, FERE LT, BEOSHL2—F NI AT KIXT L RIERT 7
T ARG 5 RN H Y 7,

BEOHDA—FPRIIT —FRX—2ANOT =2 ICHEL 522 Z L2 L
L7et, MOWNKZNAT—R 74—V RIZANT DLW FEREZLN
i‘a—o

32/45
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-- only DBA should have permissions on this table CREATE
TABLE DBA.t_pwd_history(

pk INT DEFAULT AUTOINCREMENT PRIMARY KEY,

change_date TIMESTAMP DEFAULT CURRENT TIMESTAMP,
-- when pwd set

grace_date DATE, -- a day after password expires to
-- allow user to log in

user_name CHAR(128), -- the user whose password is set

pwd_hash CHAR(32) ); -- hash of password value to detect

-- duplicate passwords
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-- called on every GRANT CONNECT TO ... IDENTIFIED BY ...
-- statement to verify that the password conforms to
-- the password rules
CREATE FUNCTION DBA.f_verify_pwd( uid VARCHAR(128),
new_pwd VARCHAR(255) )
RETURNS VARCHAR(255) BEGIN
-- a table with one row per character in new_pwd DECLARE
local temporary table pwd_chars(

pos INT PRIMARY KEY, -- index of ¢ in new_pwd
¢ CHAR(1CHAR))NOT TRANSACTIONAL; --
character
-- new_pwd with non-alpha characters removed
DECLARE pwd_alpha_only CHAR(255);
DECLARE num_lower_chars INT;

-- enforce minimum length (can also be done with
-- min_password_length option)
IF length( new_pwd ) < 6 THEN
RETURN ’password must be at least 6 characters long’; END IF;

-- break new_pwd into one row per character
INSERT INTO pwd_chars SELECT row_num, substr(
new_pwd, row_num, 1)
FROM dbo.RowGenerator
WHERE row_num <= length( new_pwd );

-- copy of new_pwd containing alpha-only characters

SELECT LIST(c, ”’ ORDER BY pos ) INTO pwd_alpha_only
FROM pwd_chars WHERE ¢ BETWEEN ’a’ AND ’z’ OR ¢ BETWEEN "A’
AND ’Z’;

-- number of lower case characters IN new_pwd SELECT
COUNT(*) INTO num_lower_chars
FROM pwd_chars WHERE CAST( c AS BINARY ) BETWEEN ’a’ AND ’z’;

-- enforce rules based on characters contained in new_pwd
IF ( SELECT count(*) FROM pwd_chars WHERE ¢ BETWEEN '0° AND ’9”)
<1THEN
RETURN ’password must contain at least one numeric digit’;
ELSEIF length( pwd_alpha_only ) <2 THEN
RETURN ’password must contain at least two letters’; ELSEIF
num_lower_chars =0
OR length( pwd_alpha_only ) - num_lower_chars = 0 THEN
RETURN ’password must contain both upper- and lowercase characters’;
END IF;
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-- not the same as any user name
-- (this could be modified to check against
-- a disallowed words table)
IF EXISTS( SELECT * FROM SYS.SYSUSER
WHERE lower( user_name ) IN ( lower( pwd_
alpha_only ),
lower( new_pwd
))) THEN
RETURN ’password or only alphabetic characters in
password ” ||
’must not match any user name’;

END IF;

-- not the same as any previous password for this user
IF EXISTS( SELECT * FROM DBA.t_pwd_history
WHERE user_name = uid
AND pwd_hash = hash( uid || new_pwd, 'md5’
)) THEN
RETURN ’previous passwords cannot be reused’; END IF;

-- save the new password
INSERT INTO DBA.t_pwd_history( user_name, pwd_hash )
VALUES( uid, hash( uid || new_pwd, 'md5’ ) );

RETURN( NULL );
END;

ALTER FUNCTION DBA.f_verify_pwd SET HIDDEN;
GRANT EXECUTE ON DBA.f_verify_pwd TO PUBLIC;
SET OPTION PUBLIC.verify_password_function = "DBA.f_verify_pwd’;

-- called on every connection to check for password expiry CREATE
PROCEDURE DBA.p_login_check()

BEGIN
DECLARE uid CHAR(128);
DECLARE  INVALID_LOGON EXCEPTION FOR SQLSTATE °’28000’;
DECLARE last_pwd_change DATE;
DECLARE grace_date DATE;
DECLARE is_dba CHAR,;
DECLARE msg_str CHAR(255);
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SET uid = connection_property( *Userid” );
IF (EXISTS( SELECT * FROM DBA.t_pwd_history WHERE user_name =uid ) )
THEN
SELECT FIRST t.change_date, t.grace_date INTO
last_pwd_change, grace_date
FROM t_pwd_history t WHERE t.user_name = uid
ORDER BY t.change_date DESC;
END IF;
IF last_pwd_change IS NULL THEN
-- no password change, so create one now.
INSERT INTO DBA.t_pwd_history( user_name, pwd_hash )
VALUES( uid, "unknown’ );
COMMIT WORK;
ELSE
IF EXISTS( SELECT * FROM SYS.SYSUSERAUTHORITY a,
SYS.SYSUSER u
WHERE u.user_name = uid AND u.user_id =
a.user_id AND
a.auth = 'DBA’ ) THEN
SET is_dba ="Y’;
ELSE
SET is_dba ="N’; END IF;

-- remove any locks on t pwd_history and
SYSUSERAUTHORITY

ROLLBACK WORK;
-- was last password change > five months ago
IF CURRENT DATE > dateadd( month, 5, last_pwd_change ) THEN

-- Never expire DBA accounts so that the database

-- does not get locked out by all users.

IF CURRENT DATE < dateadd( month, 6, last pwd_change ) OR

is_dba="Y" OR
( grace_date IS NOT NULL AND grace_date = CURRENT
DATE ) THEN

SET msg_str = "The password for user ’ || uid || > expires on ’ ||
CAST( dateadd( month, 6, last_pwd_

change)
AS DATE) ||
’. Please change it before it
expires.”;
MESSAGE msg_str TO CONSOLE;
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-- The post_login_procedure option is set to

-- p_post_login_check, which will cause a dialog
-- to bedisplayed notifying the user their
-- password willexpire soon. dbisgl and dbisglc

-- will
display this dialog, and user applications
-- can call
the post_login_procedure and display
-- this dialog.
-- May want to

use xp_send_mail to notify user
-- and/or administrator. ELSEIF
grace_date IS NULL THEN
-- Allow one grace login day. The first login on
-- the grace day fails to ensure the user knows
-- their password has expired
UPDATE DBA.t_pwd_history t SET t.grace _date =
CURRENT DATE
WHERE t.grace_date IS NULL AND t.user_name =

uid,;
COMMIT WORK;
SET msg_str = "The password for user ’ || uid || * has expired,
but future logins
will ” ||
’be allowed today only so that the
password ” ||

’can be changed.’;
MESSAGE msg_str TO
CONSOLE; RAISERROR 28000
msg_str; RETURN;
ELSE
SET msg_str = "The password for user || uid || * has expired

and must be reset by
your DBA.’;

MESSAGE msg_str;

- may want to use xp_send_mail to notify
administrator.

RAISERROR 28000 msg_str;

RETURN;
END IF;
END IF;
END IF;
CALL dbo.sp_login_environment;

END;

GRANT EXECUTE ON DBA.p_login_check TO PUBLIC;
SET OPTION PUBLIC.login_procedure = 'DBA.p_login_check’;
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-- called by dbisql, dbisglc and some user applications on every successful

-- connection to check for warnings which should be displayed CREATE
PROCEDURE DBA.p_post_login_check()

RESULT( warning_text VARCHAR(255), warning_action INT ) BEGIN

DECLARE uid CHAR(128);
DECLARE last_pwd_change DATE;
DECLARE warning_text CHAR(255);

DECLARE warning_action INT;

SET uid = connection_property( *Userid’ ); SELECT
FIRST t.change_date
INTO last_pwd_change
FROM DBA.t_pwd_history t WHERE t.user_name = uid
ORDER BY t.change_date DESC;
IF CURRENT DATE > dateadd( month, 5, last_pwd_change ) THEN SET
warning_text = "Your password expires on ’ ||
CAST( dateadd( month, 6, last_pwd_

change)
AS DATE) ||
’. Please change it before it
expires.”;
SET warning_action = 1;

ELSE
-- There is no warning
SET warning_text = NULL;
SET warning_action = 0; END
IF;
-- Return the warning (if any) through this result set SELECT
warning_text, warning_action;
END;

GRANT EXECUTE ON DBA.p_post_login_check TO PUBLIC;
SET OPTION PUBLIC.post_login_procedure = 'DBA.p_post_login_ check’;
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