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This whitepaper was written in the context of SQL Anywhere 11.
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MobilLink data flow with transpori-layer security
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MobiLink data flow with end-to-end encryption
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MaobiLink data flow with end-to-end encryption and transport-layer security
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Note: The end-to-end encryption keys are generated using the Key Pair Generator utility
(createkey). For information on how to generate end-to-end encryption keys, see the following section
of the documentation:

SQL Anywhere Server — Database Administration »
Administering Your Database »
Database administration utilities »
Key Pair Generator utility

Online:
http://dcx.sybase. com/index. php#hitp% 3A%2F%2Fdex. sybase. com%2F1 100en%2 Fdbadmin enl1%?2
Fda-dbutilities-s-4065300. html
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tcpip{port=2439;e2ee_type=RSA;e2ee_private_key=
rsaprivate.pem;e2ee_private_key password=pwd}
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dbmisync ... —e "ctp=tcpip;adr="'
=localhost;port=2439;e2ee_type=rsa;e2ee_public_key=rsapublic.pem
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info.stream = "tcpip";
info.stream_parms =
"e2ee_type=rsa;e2ee_public_key=rsapublic.pem";
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dbmisync -e "

ctp=tls;adr="host=localhost;port=2439;tls type=rsa;truste
d_certificates=certs.pem;certificate_company=Sybase;certi
ficate_unit=Sybase;certificate_name=Sybase;e2ee_type=rsa;
e2ee_public_key=rsapublic.pem"

Ultra Light 2 54 7> FTlE. UTOER IO LaL - AT a3 VEBETEET,

info.stream = "tIs";
info.stream_parms ="
tls_type=rsa;trusted_certificates=certs.crt;e2ee_type=rsa



;e2ee_public_key=rsapublic.pem";
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misrv1ll —x
https{port=2439;tls_type=ecc;identity=id.pem;identity pas
sword=pwd;e2ee_type=rsa;e2ee_private_key=rsaprivate.pem;e
2ee_private_key password=pwd}
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AT avERETEET,

dbmisync —e
"ctp=https;adr="host=localhost;port=2439;tls_type=ecc;tru
sted_certificates=certs.pem;certificate_company=Sybase;ce
rtificate_unit=Sybase;certificate_name=Sybase;e2ee_type=r
sa;e2ee_public_key=rsapublic.pem"

Ultra Light 2 54 7> FTlE. UTOER IO baL - AT a3 VEBETEET,

info.stream = "https";

info.stream_parms ="
tls_type=ecc;trusted_certificates=certs.crt;e2ee_type=rsa
;e2ee_public_key=rsapublic.pem";
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