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KEY ENCRYPTED
5.X SQL
Anywhere
(SQL )
1. Interactive SQL
2. ENCRYPTION CREATE DATABASE
C:¥ myencrypteddb.db

CREATE DATABASE 'c:¥¥myencrypteddb’
ENCRYPTED ON

1. dbinit

dbinit -e myencrypteddb.db

dbeng8 myencrypteddb.db
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ENCRYPTED KEY
KEY
KEY 16
ENCRYPTED KEY ALGORITHM
Adaptive Server Anywhere 8 2
AES (NIST: National Institute of Standards and
Technology) (AES: Advanced
Encryption Standard) MDSR Casio
AES MDSR AES
Adaptive Server Anywhere MDSR
ENCRYPTED AES
KEY KEY
CREATE DATABASE ENCRYPTION
KEY
dbinit
Sybase Central [ ]
dbinit -ea
AES MDSR
dbinit -ek -ep
(SQL )

1. Interactive SQL
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2. ENCRYPTION KEY CREATE DATABASE
C¥
myencrypteddb.db
CREATE DATABASE 'c:¥¥myencrypteddb’
TRANSACTION LOG ON
ENCRYPTED ON
KEY '0kZ2052AK#'
ALGORITHM 'AES'

1. dbinit
(-ea)

AES MDSR

-ea

-ep -ek
(-ek)
(-ea ) -ek AES
(-ep)
(-ea )
-ep AES

dbinit -ea AES -ek "0kZ2056AK#" myencrypteddb.db

dbeng8 myencrypteddb.db -ek "OkZ2056 AK#"
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2
2 -ek
_ep
dbeng8 -ep -x tcpip myencrypteddb.db
Adaptive Server Anywhere
4
3
[ ]
J dbunload dbinit
1. dbunload -ar ( ) -ea -ek
_ep
2. -ea -ek -ep
dbinit -ea -ek -ep

CREATE ENCRYPTED FILE

DBA
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Adaptive Server Anywhere 8.0.2 CREATE ENCRYPTED FILE
DB
( DB )
dblog -t
-an -ek -ep
CREATE ENCRYPTED FILE CREATE DECRYPTED FILE
AES ( )

MDSR Win 32

(SQL )

1. Interactive SQL
2. CREATE DECRYPTED FILE contacts
contacts2
CREATE DECRYPTED FILE 'contacts2.db'

FROM ‘contacts.db’
KEY 'Sd8f6654*Mnn'

(SQL )
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1. Interactive SQL

2. CREATE ENCRYPTED FILE contacts contacts

CREATE ENCRYPTED FILE 'contacts2.db'
FROM ‘contacts.db’

KEY ‘abcd’;

CREATE ENCRYPTED FILE 'contacts2.log'
FROM 'contacts.log'

KEY ‘abcd’;

dblog -ek abcd -t contacts2.log contacts2.db

dblog

(SQL )

1. Interactive SQL

2. CREATE ENCRYPTED FILE contacts

CREATE DECRYPTED FILE 'temp.db’
FROM ‘contacts.db’

KEY 'oldkey’;

CREATE ENCRYPTED FILE 'contacts.db’
FROM 'temp.db'

KEY 'newkey';

3. contacts.db temp.db

AES (
) MDSR Adaptive Server Anywhere 9.0 MDSR
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AES American Encryption Standard (AES)
Adaptive
Server Anywhere

CREATE DECRYPTED FILE
DB

( DB )

dblog -t

(SQL )
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1. Interactive SQL
2. source
source2
CREATE DECRYPTED FILE 'source2.db'
FROM 'source.db’
KEY 'Sd8f6654*Mnn'

Adaptive Server Anywhere Solaris
Linux NetWare Windows OS (Windows CE ) TCP/IP

(TLS: Transport Layer Security)

Certicom 2 ECC_TLS RSA_TLS (RSA_TLS  SQL Anywhere
Studio 8.0.2 )

Adaptive Server

Anywhere (EmbeddedSQL ODBC OLEDB)
TDS (jConnect Open Client ) SQL
Anywhere Studio 8.0 Sybase Central InteractiveSQL
iAnywhere JDBC
SQL Anywhere Studio 9.0 Sybase Central
Interactive SQL iAnywhere JDBC
-ec ECC_TLS RSA_TLS
TLS
Certicom
1. -ec

9/13



1026265.doc

dbsrv8 -ec simple,ECC_TLS -x tcpip "c:¥Program Files¥Sybase¥SQL Anywhere

8¥asademo.db"

rsaserver.crt test RSA

dbsrv8 -ec rsa_tls(certificate=rsaserver.crt; certificate_password=test) -x tcpip
asademo.db
(ENC)
Encryption
Encryption (ENC)
none Adaptive Server Anywhere
5.x 7.X NO
simple Adaptive Server Anywhere 5.x 8.X
Adaptive
Server Anywhere 5.x 7.X YES
ECC_TLS (Certicom )
Solaris
Linux NetWare Windows
(Windows CE ) TCP/IP
Solaris Linux UNIX
ECC_TLS
RSA_TLS RSA (Certicom )
Solaris
Linux NetWare Windows
(Windows CE ) TCP/IP
Solaris Linux UNIX
RSA_TLS
ECC_TLS RSA _TLS
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e trusted_certificates

e certificate_company

e certificate_unit

e certificate_name

SQL Anywhere Studio
Sybase

Mobile Link 13

1. Encryption (ENC)
dbsrv8 -ec simple,ECC_TLS -x tcpip "c:¥Program Files¥Sybase¥SQL Anywhere

8¥asademo.db"

connection_property

none simple Certicom 3
1
connection_property Adaptive Server Anywhere
SQL 3 SQL CONNECTION_PROPERTY
RSA TCP/IP
1. RSA
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TCP/IP myeng
"ENG=myeng; LINKS=tcpip;

Encryption=RSA_TLS (trusted_certificates=rsaserver.crt)"

[ ] [ ] [ODBC ] [ ]

connection_property

none simple ECC _TLS RSA_TLS
1
SELECT connection_property ( ‘encryption’)
connection_property Adaptive Server Anywhere
SQL 3 SQL CONNECTION_PROPERTY
Adaptive Server Anywhere
-C
SQL Anywhere Studio
Adaptive Server Anywhere Mobile Link
( ) MDSR
AES
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SQL Anywhere Studio
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